Steganography and Cryptography are two popular ways of sending vital information in a secret way. One hides the existence of the message and the other distorts the message itself. There are many cryptography techniques available; among them AES is one of the most powerful techniques. In Steganography we have various techniques in different domains like spatial domain, frequency domain etc. to hide the message. It is very difficult to detect hidden message in frequency domain and for this domain we use various transformations like DCT, FFT and Wavelets etc. In this project we are developing a system where we develop a new technique in which Cryptography and Steganography are used as integrated part along with newly developed enhanced security module. In Cryptography we are using AES algorithm to encrypt a message and a part of the message is hidden in DCT of an image; remaining part of the message is used to generate two secret keys which make this system highly secured.
Introduction
Cryptography [1] and Steganography [1] are well known and widely used techniques that manipulate information (messages) in order to cipher or hide their existence respectively. Steganography is the art and science of communicating in a way which hides the existence of the communication. Cryptography scrambles a message so it cannot be understood; the Steganography hides the message so it cannot be seen. In this paper we will focus to develop one system, which uses both cryptography and Steganography for better confidentiality and security. Presently we have very secure methods for both cryptography and Steganography -AES algorithm is a very secure technique for cryptography and the Steganography methods, which use frequency domain, are highly secured. Even if we combine these techniques straight forwardly, there is a chance that the intruder may detect the original message. Therefore, our idea is to apply both of them together with more security levels and to get a very highly secured system for data hiding. This paper mainly focuses on to develop a new system with extra security features where a meaningful piece of text message can be hidden by combining security techniques like Cryptography and Steganography. As we know that-• Hiding data is better than moving it shown and encrypted.
• To hide data in a popular object that will not attract any attention.
• In case the data is extracted, it will be encrypted. But still there is a chance that the intruder can break the code. In our new system instead of applying existing techniques directly we will be using the following approach - Instead of hiding the complete encrypted text into an image, we will be hiding a part of the encrypted message.  Unhidden part of the encrypted message will be converted into two secret keys.  In this system to get the original message one should know, along with keys for Cryptography and Steganography, two extra keys and the reverse process of the key generation.
So our final goal of the project is to develop a new system which is highly secured and even if somebody retrieves the message from stego image [2] it becomes a meaningless for any existing cryptographic techniques.
Basic Concepts and Related work
There are many aspects to security and many applications. One essential aspect for secure communications is that of cryptography. But it is important to note that while cryptography is necessary for secure communications, it is not by itself sufficient. There are some specific security requirements [3] for cryptography, including Authentication, Privacy/confidentiality, and Integrity Non-repudiation. The three types of algorithms are described: (i) Secret Key Cryptography (SKC):Uses a single key for both encryption and decryption (ii)Public Key Cryptography (PKC): Uses one key for encryption and another for decryption (iii)Hash Functions: Uses a mathematical transformation to irreversibly "encrypt" information. Steganography is the other technique for secured communication. It encompasses methods of transmitting secret messages through innocuous cover carriers in such a manner that the very existence of the embedded messages is undetectable. Information can be hidden in images [5] , audio, video, text, or some other digitally representative code. Steganography systems can be grouped by the type of covers [6] used (graphics, sound, text, executables) or by the techniques used to modify the covers a) Substitution system [7] . b) Transform domain techniques [8] c) Spread spectrum techniques [10] d) Statistical method [11] e) Distortion techniques [12] f) Cover generation methods [12] 
AES algorithm for Cryptography
This standard specifies the Rijndael algorithm [13] , a symmetric block cipher that can process data blocks of 128 bits, using cipher keys with lengths of 128, 192, and 256 bits. The input, the output and the cipher key for Rijndael are each bit sequences containing 128, 192 or 256 bits with the constraint that the input and output sequences have the same length. In general the length of the input and output sequences can be any of the three allowed values but for the Advanced Encryption Standard (AES) the only length allowed is 128.
Advantages of using AES algorithm
1. Very Secure. 2. Reasonable Cost. 3. Main Characteristics:
I. Flexibility, II. Simplicity
DCT [9]-frequency domain algorithm for Steganography
According to the method presented in this paper, the message is inserted into the DCT domain of the host image. The hidden message is a stream of "1" and "0" giving a total number of 56 bits. The transform is applied to the image as a multiple factor of 8x8 blocks. The next step of the technique after the DCT is to select the 56 larger positive coefficients, in the low-mid frequency range. The high frequency coefficients represent the image details and are vulnerable to most common image manipulation like filtering [14] compression [15] etc. Of course one might argue that this is the place where changes that come from watermarking [16] are more imperceptible, but this is true only if we're speaking of small sized blocks. Our scheme is applied to the whole image and since robustness is the main issue, the low and mid frequency coefficients are the most appropriate. The selected coefficients ci are ordered by magnitude and then modified by the corresponding bit in the message stream. If the ith message bit s(i) to be embedded is "1", a quantity D is added to the coefficient. This D quantity represents the persistence factor. If the message bit is "0", the same quantity is subtracted from the coefficient. Thus the replaced DCT coefficients are
DCT can separate the Image into High, Middle and Low Frequency components. To hide information we need to set a threshold value [17] for the DCT coefficients depending on the quality of the images.
Advantages of using frequency domain Steganography
 Very secure, hard to detect  Flexible, different techniques for manipulation of DCT coefficients values
3.A Propose technique for combination
The design for the combining two different techniques is purely based on the idea -distort the message and hide the existence of the distorted message and for getting back the original message -retrieve the distorted message and regain the actual message by reversal of the distortion process.
Here we design the system with three modules-
The extra security module that we are providing make this system highly secured. The process flow for the system is as follows- 
Implementation Details
This Project is mainly developed in VC6.0 plate-form using VC++. Here mainly three modules involveda) Crypto Module -AES Implementation Module b) Security Module -Newly developed technique c) Stego Module -DCT Techniques Implementation Module These modules are design as reusable components and can work independently.
Tools and Libraries used
i. Arisimage Routines [18] ii. Cximage599c 
Original seven alphabets
Unscramble the distorted seven alphabets using key2.
These libraries are available with free license.
Algorithm for the proposed system
In AES Implementation, we are getting the cipher text in the hexadecimal form and the length of the cipher text is very large. In the newly proposed technique we partially hide the encrypted information in the image and with the help of the remaining part of the encrypted message we generate two keys. These two keys are secret keys and the receiver needs to know these two keys to retrieve the original encrypted message. The steps for the algorithm are discussed below (Refer Figure7 & Figure8  Generate the cipher text in hexadecimal form by AES algorithm [13] in the form of alphabets (A, B, C, D, E, F) and digits (0, 1, 2, 3, 4, 5, 6, 7, 8, 9) .  Separate the alphabets and digits with the help of Separator 1 and keep track of the original position of the alphabets and digits in the form of the first key (Key 1).  Take the first 7 characters of the alphabets; this part will be hidden in the image.  Take the rest of the alphabets and combine with the digits; this will form the second key (Key 2).  Hide the 7 characters in the Image as mentioned in 2.2.
Retrieving Text
 Retrieve the 7 characters from the image.  Separate alphabets and digits from Key 2 with the help of Separator 2.  Add back the rest of the alphabets from Key 2 to 7 characters retrieved from the image.  Reorganize the alphabets and digits with the help of the Key 1 to get back the original cipher text in hexadecimal form.  Regenerate the original text message from the cipher text with the help of AES algorithm.
How secure the proposed system is?
The proposed solution is highly secure since- It's a combination of two highly secured techniquesa) AES for cryptography b) DCT manipulation for Steganography.
 Number of Keys: This system contains total 4 keys. a) One 128 bits private key for AES algorithm b) One 56 bits private key for scrambling the cipher text. c) Two extra private generated keys for retrieving the original message. These two extra generated keys make the system highly secured. If intruder detect the partial part of the hidden message from the stego image it will be totally meaningless for him and moreover until the complete set of keys are available getting the original message is impossible.
Conclusion
The work accomplished during this project can be summarized with the following points:  In this project we have presented a new system for the combination of cryptography and Steganography using four keys which could be proven a highly secured method for data communication in near future.  Steganography, especially combined with cryptography, is a powerful tool which enables people to communicate without possible eavesdroppers even knowing there is a form of communication in the first place. The proposed method provides acceptable image quality with very little distortion in the image.  The main advantage of this Crypto/Stegno System is that the method used for encryption, AES, is very secure and the DCT transformation Steganography techniques are very hard to detect. 
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